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1. Objectives 

The present Terms of Reference aim to provide a full TCP/IP Internet Service Provision for the DRC-DDG Kabul Offices (7 Locations in total) 
The service should be provided based on fixed monthly fee. 

Capacity requirement: Dedicated (up and down) 8.0Mbps, 7.0Mbps, 6.0Mbps, 3Mbps, 2Mbps, 1Mbps bandwidth. (20 Connections overall at different locations in Kabul, Mazar, Herat, Kandahar & Nangarhar). Connection should be Microwave Technology. The service is expected to be highly stable and reliable. The successful provider must have 7x24x365 coverage for technical assistance and/or helpdesk facilities. Note: DRC-DDG IT team may decide to schedule in shift (day, night, holidays) the links among the locations, also the bandwidth amount may increase or decrease by IT team.  
2. Responsibilities of ISP (SUPPLIER):
· Provide Dedicated (up and down) 20 Connections overall at different locations across the country as described in first page. 
· Connection should be Microwave Technology.
· No limitations on traffic/ports; bandwidth amount should be ensured through direct IP connection. 
· Availability of uptime / downtime monitoring alerts, with a measure of the promised 99% availability. Service availability will be measured based on a monthly basis, and must achieve availability of 99%.
· General performance of the service will be evaluated every 3 months; Internet service will be measured and reviewed every 3 months. If found unsatisfactory based on 99.7% uptime from ISP side DRC will have no objection but to terminate the services with the provides according to DRC General terms and Conditions. However, if the downtime persists to 72hours of an un-usable link, this will also be subject to termination.
· Satellite Elevation should be high from all the offices, to avoid obstruction from trees.
· The duration of installation and testing of equipment before handover in field locations should be minimum 1 week prior to actual start date of Internet service. This will allow the ISP and DRC to make sure all the necessary setup is in place for sufficient service delivery.
· Data confidentiality guarantee; SUPPLIER may not scan traffic (if this should be done for finding problems in the network a prior DRC-DDG agreement must be obtained). 
· All necessary hardware, cabling and software (if required for Internet service) should be provided and set up by the SUPPLIER. 
· The ISP should provide a backup connection of at least 80% of the overall bandwidth if there be any issues with the main connection.
· The SUPPLIER has to ensure worldwide accessibility.  
· Support Managed VPN Services 
· The SUPPLIER must be able to manage the Customer Premises Equipment (CPE) to be installed in DRC-DDG Offices. 
· Traffic management, network monitoring and access to raw log files 
· The SUPPLIER has to guarantee Quality of Service. 
· The SUPPLIER must have 7x24x365 coverage for technical assistance and/or helpdesk facilities. Under the normal circumstances all problems should be resolved within maximum 24 hours after the notification from DRC-DDG received. The SUPPLIER is also responsible for contacting designated DRC-DDG IT Specialist for both scheduled and un-scheduled downtime. 
· DRC-DDG IT Department may wish to visit the vendor's Network Operations Centre. 
· Maintenance: Provide a single point of contact for customer support in both areas of network connectivity and Internet access; Shall respond to request for maintenance 
· Provide not less than 7 days’ proactive notice of scheduled downtimes, service interruption, upgrades or preventive maintenance, if any; subject to the approval of DRC – DDG 
· Submit monthly access/usage reports (GRT) to attest compliance to the supplier Service Level of Agreement (SLA).
· Provide Firewall role bases e.g. website blocking policy. 
· The service provider must provide Mikrotik modem per each connection.  
· DRC will award the contract to winner after evaluation process. the contract will be for duration of 2 (two) years. 
3. Responsibilities of DRC-DDG: 
· Grant the SUPPLIER’s authorized representative access to its premises, equipment and facilities located therein to perform its obligations, provided that such representative shall be accompanied by the duly assigned DRC-DDG personnel. 
· Responsible for the safe custody and use of the equipment installed by the SUPPLIER.
· Monitor the provided services and verify if the parameters under the Service Level Agreement are met and performed by the SUPPLIER.
· Conducts assessment/evaluation of the SUPPLIER 60 days before the end of the contract. The SUPPLIER may renew the contract for another year depending on the SUPPLIER performance.
· Succeeding payment shall be made on a monthly basis for 12 months’ subject to submission of billing statement and other supporting documents by the SUPPLIER and subject to the issuance of certificate of satisfactory service by DRC – DDG IT Department.

