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TERMS OF REFERENCE (TOR)
PROVISION OF UNARMED SECURITY SERVICES FOR UNHCR OFFICES AND GUESTHOUSES
IN AFGHANISTAN

INTRODUCTION

1. UNHCR has offices and guest house premises in Kabul, Mazar-e-Sharif, Jalalabad,
Kandahar, Herat, Islam-Qala, Kunduz and Bamyan. The provision of unarmed security
services are predominantly related to access and traffic control posts, foot patrols,
escorts, observation towers, security of infrastructures, safety of parked vehicles, and
safety of UN property or any other support that may be required due to the existing
or unforeseen situation, within the perimeter of the UNHCR premises in the mentioned
locations in Afghanistan.

2. As an international organization, UNHCR has its own security standards, in addition
to those of dress and conduct, which are continuously modified to meet the Missions
needs and to reflect the level of threat. The UNHCR Senior Field Security Advisor
(hereinafter referred to as the “SFSA”), and/or his backup during absences, will act
as the overall Technical Focal Point for UNHCR and will licise with the Contractor in all
Technical matters. The UNHCR most senior Field Security Unit's personnel at the
various locations outside Kabul, under the supervision of their own supervisor's, will
act as UNHCR's Technical Focal Points in the respective locations and on behalf of
the SFSA. Relevant names and positions will be provided to the Contractor for
coordination purposes.

3. At the ICON Compound in Kabul the Contractor shall be provided with a
containerized office space for the supervisor, a desktop computer and printer. All
Conftractor’s personnel on duty, at all named UNHCR premises, shall be provided
with hand-held radios. The equipment is provided for the purpose of administration of
the Contract and to facilitate the interaction with the SFSA in Kabul and all other
Technical Focal Points at the named UNHCR premises in Afghanistan. UNHCR will not
provide any additional assets or facilities on top of the items which have been made
available to the Contractor during the previous contract which ends on 31 October
2020. Any necessary office equipment and supplies for the execution of the
Contractor’s obligations shall be provided by the Contractor at its own expenses.
UNHCR will not provide vehicles or transport of any sort to the Contractor.

4. The Contractor shall provide to UNHCR a breakdown of the total number of
unarmed security personnel, to cover the Kabul, Mazar-e-Sharif, Jalalabad,
Kandahar, Herat, Islam-Qala, Kunduz and Bamyan premises, by position, age,
education level, and previous experience. All personnel to be provided by the
Contractor shall be fully qualified as Security Guards or Shift Supervisors, in
accordance with industry standards and UNHCR requirements as described herein.
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The Contractor is encouraged to interview guards currently working at Kabul, Mazar-
e-Sharif, Jalalabad, Kandahar, Herat, Islam-Qala, Kunduz and Bamyan and to re-hire

them if deemed qualified by the Contractor in accordance with these Terms of
Reference.

RESPONSIBILITIES OF THE CONTRACTOR

5. Access Control.

a. The UNHCR premises in Kabul, Mazar-e-Sharif, Jalalabad, Kandahar, Herat,
Islam-Qala, Kunduz and Bamyan are access-controlled areas. The Confractor’s
security personnel will be unarmed and tasked to prevent unauthorized personnel
or unauthorized vehicular entry into the controlled areas of these UNHCR premises,
which may include vehicle and pedestrian checks.

b. The Contractor will maintain a “Visitors’ Log” for non-UN personnel visiting
these premises for official or social purposes.

c. The Contractor will be required to maintain pedestrian and/or vehicle traffic
records at all premises. Any violations are to be immediately reported to the SFSA
or the Technical Focal Points in the respective premises.

d. The Contractor will be required to process according fo UNHCR standard all
pedestrian, vehicular access to the respective premise.

e. The Confractor will be required to ensure that personnel assigned to operate
X-Ray baggage screener are fully trained and conversant in the use of the
equipment.

6. Penalties. Supervisors who have negligently not complied with their responsibilities
as stipulated in the contract will be sacked. UNHCR will deduct one day's net salary
for Guards from the monthly confractual fee of the Contractor for every Guard that
is found contradicting the requirements of the contract by:

a. Sleeping whilst on Duty.

b. Turns up late for Duty without a proper excuse.

c. Guards who have negligently not complied with their responsibilities as
stipulated in the contract.

7. Patrol Duties. The Contractor shall patrol each designated location, i.e., provide
physical security of the exterior of all buildings, monitor compound fence lines and
protect United Nations (UN)/UNHCR- Owned Equipment, as directed by UNHCR Field
Security. There will also be numerous visitors to these premises which will necessitate
screening and escorting procedures.
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8. Unauthorized Removal of Property. At each point of entry/exit, the Contractor shall
prevent the unauthorized removal of UN/UNHCR-Owned Equipment from the named
premises. This will entail a visual, non-destructive internal search of vehicles
entering/exiting these premises, as well as a search of hand-carried items. Gate
Passes are to be employed for the carriage of authorized UN/UNHCR-Owned
Equipment. A copy of this pass will be collected by the Contractor’s security
personnel from the driver/pedestrian at the point of Exit and submitted to the SFSA or
the Technical Focal Point responsible for the premises along with the Daily
Occurrence Book (DOB) for that shift.

9. Fire Inspections.

a. The Contractor shall frain its personnel to identify potentially unsafe conditions,
such as fire or explosions and react to their occurrence.

b. Upon detection of fire in any area inside these premises the Contractor shall
ensure that the compound residents are immediately alerted, the incident
reported to the SFSA and/or the Technical Focal Point responsible for the premises,
and immediate action is taken to extinguish the fire.

c. The Contractor shall ensure that all its security personnel are fully frained in the
use of “in-house” fire-fighting equipment and are aware of the actions necessary
to minimize damage and expedite fire-fighting assistance, as required. The in-
house fire-fighting equipment currently consists of various types of Fire
Extinguishers. The SFSA will notify the Contractor (in writing) of any changes to fire-
fighting equipment used on these mentioned premises. The Contractor shall have
30 days to frain its personnel on the use of the new equipment.

d. The Conftractor’s security personnel shall immediately report all unsafe
conditions noted on their patrol routes. These will be recorded in the DOB at the
end of each shift or be dealt with immediately, if required.

10. Fire and Emergency Dirills. While UNHCR Security shall have the option to include
the Contractor in premises security drills when scheduled, this does not preclude the
Contractor from conducting its own fire drills to maintain the competency of its
personnel. The Contractor with the assistance of UNHCR Security shall also ensure
that all its security personnel are familiar with the fire evacuation plan and execution
thereof.

11. First Aid. All the Contractor’s security personnel should hold first-aid training.
UNHCR shall provide the First-Aid Kits at the UNHCR premises.

12. Coverage. The Contractor shall ensure that all guard posts are continually staffed
throughout the duration of each shift.

13. Crime Scene Protection. The Confractor is to immediately report to the SFSA or
Technical Focal Point any evidence of theft, break-in, fire, vehicle
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accidents/incidents and any other occurrences affecting UN/UNHCR personnel
and/or property within these premises and including the compound perimeter. The
Contractor shall immediately mark and secure the scene of such occurrences in
order to prevent unauthorized access prior to the arrival of the investigating officer.

14. Motor Vehicles. The Contractor shall enforce the policies established by the
UN/UNHCR, to promote the safe operation of motor vehicles. These policies are
made available in the UN/UNHCR Driver's Handbook, which will be made available
to the Contractor, and violations are to be immediately reported to the SFSA or the
relevant Technical Focal Points. The Contractor shall be authorized to direct traffic at
or in the immediate vicinity of a point of entry, if such a necessity arises.

ADMINISTRATIVE PLANNING.

15. Standard Operating Procedures. The Contractor shall be responsible for
familiarization and updating of its personnel with the Standard Operating Procedures
(SOP’s) related to all security functions covered in this contract, at these UNHCR
premises. The SFSA and Technical Focal Points will have such SOPs made available to
the Contractor upon commencement of work under the Contract.

16. Emergency Plans. The Contractor shall ensure familiarity with operational plans to
meet emergencies including, but not limited to, those caused by Complex Suicide
Attacks, Indirect Fire Attacks, Small Arms Fire, Suicide Bombers, Insider Attacks, Active
Shooter, Explosions, Weather, Earthquakes, Riots/Demonstrations, and felonious
infrusions. The SFSA and Technical Focal Points will have such plans made available
to the Contractor upon commencement of work under the Confract.

17. Records and Reports. A summary of required reports is listed below. The
Conftractor shall demonstrate familiarity with these formats and may propose to
combine reports for efficiency in preparation, insofar as the basic information is
provided within the specified timeframe. All administrative files, including details of
security personnel on duty at each location at any given time, complaints, incidents,
investigations, post and radio logs, shiftf reports, work schedules, equipment
inventories, lost and found property, etfc., shall be maintained at the these UNHCR
premises and will be the property of UNHCR.

a. DOB.
b. Visitors’' Log; and
c. Staff Working After Hours Log.

18. Performance. Regular performance meetings will be held between the UNHCR
and the Contractor, not less than once per month. Written minutes of the meetings
shall be prepared by the UNHCR and forwarded to the Contractor. This responsibility
falls under the SFSA and Technical Foal Points in respective UNHCR premises.
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CONTRACTOR’S PERSONNEL

19. Individual Files. The Confractor will maintain personnel files, which include the
MOI / Police background check on all of its personnel assigned to perform any work
under the Contract. These files shall be maintained by the Contractor and are
subject to inspection by the SFSA or Technical Focal Points at any time. The
Contractor shall ensure procedures for background check process which includes
the biometric registration in Mol, checking to ensure that all of the Contractors’
personnel have not been convicted of or accused of any civil or military convictions,
or human rights violations. Terms of Reference (TOR) for unarmed guards and
supervisors should be equally provided.

20. Minimum Qualifications.

a. The Contractor shall ensure that all its personnel employed and assigned to
perform under this contract, meet or exceed the following minimum criteria.

i. Must be at least 20 years of age.

ii. Be physically fit and able to perform all general patrol duties, functions and
activities;

iii. Be free from all communicable diseases;

iv. Be well proportioned, as to height and weight;

v. Be in good general health, without physical defects or abnormalities which
would interfere with the performance of duties;

vi. Be verified as an Afghan citizen;

vii. Have binocular vision correctable through the use of glasses/contact
lenses to 20/30;

viii. Have adequate color acuity and be capable of hearing normal
conversation at three (3) meters with either ear, without the benefit of a
hearing aid; and

ix. Must have an updated, verified and cleared background.

b. The Contractor will conduct the pre-hire physical examinations at its own cost
and expense, to ensure compliance with the above-mentioned requirements.

c. All proposed employees shall have graduated from Primary and Secondary
education and be literate in English to the extent of reading and understanding
printed regulations, detailed written orders, training instructions and materials.
Also, they must be capable of understanding oral English and able to
communicate in the same language.

d. No personnel performing any work under the Contract shall have been
terminated from any previous employment other than under honorable
circumstances.

e. No personnel performing any work under the Contract shall have been
convicted of a felony or misdemeanor or any national criminal offences including
a military fribunal or found by a national or international authority to have
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breached international criminal law or humanitarian law in any jurisdiction. The
contractor shall undertake to verify the same with relevant government
authorities and confirm in writing to UNHCR.

f. The contractor shall undertake to verify with relevant government authorities
and confirm in writing to UNHCR that any personnel is not subject to any ongoing
judicial proceedings including military, in respect of offences and violations
mentioned in para (e) above. All personnel performing any work under the
Contract must possess the capacity to acquire a good working knowledge in all
aspects of the guard post or position assigned to him/her. The Contractor shall
ensure that all its personnel are informed of and understand the guard
assignments and special instructions.

Personal Appearance.

a. The Contractor shall provide at its own cost all uniform apparel and
equipment to its personnel. Uniformed personnel are expected to keep a clean,
neat appearance and present a professional bearing, with well fitting, clean and
properly pressed colour coordinated uniforms, and with black boots properly
polished. Sports or training shoes are not to be worn. The cleaning and ironing of
all uniforms used by the Contractors personnel will be the sole responsibility of the
Contractor.

b. The Contractor must ensure that its personnel are physically capable of
standing watch, and do not consume alcoholic beverages, use drugs or other
types of infoxicants, and are sufficiently rested before going on Duty. Smoking is
not permitted whilst on Duty.

c. Contractor must ensure that its policy is that only conservative eyewear
(prescription eyeglasses or sunglasses) may be worn with the uniform. Sunglasses
or darkly tinted glasses shall not be worn inside the buildings, unless deemed
medically necessary by a licensed physician.

d. Contractor must ensure that no lettering, design or coloured clothing
undergarment shall be visible through the uniform shirt.

Other Guidelines on personal appearance.
The following guidelines are indicative with regards to the expected personal
deportment of the Contractor’s security personnel.

a. Male Guards.
i. Male guards shall keep their hair and beard clean and neat. The length
and/or bulk of the hair shall not be excessive or present a ragged, unkempt or
extreme appearance. In no case will the length and/or bulk of the hair
interfere with the normal wearing of uniform headgear, neither will it be so
long as to cover the top of the ears or collar.
i. A moustache, if worn by the Confractor's personnel, shall be neatly
tfrimmed, so as not to appear bushy.
ii. Beards, if worn, must be neatly frimmed.
iv. Male guards shall not wear earrings, nose studs or any other forms of facial
piercing.
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b. Female Guards.
i. Female guards shall keep their hair clean, neat, and styled according to
local custom and culture.
ii. Female guards may wear head Scarves, with items used to hold the hair in
place (bobby pins, hairpins, etc.) shall be concealed as much as possible,
and shall be of a color that blends with the hair.
ii. Small discrete earrings are permitted.

iv. Attire and outlook shall strictly follow local Afghan custom and culture.

TRAINING REQUIREMENTS

23. Training of Security Personnel. The Confractor must provide its training program
for new recruits and for refresher training. As a minimum, the program will be in
writing and will include subject descriptions, schedules, class hours, instructors
(including their qualifications and experience), training materials and testing
methods. Prior to deployment, each of the Contractor’s security personnel must
complete the training program accepted by UNHCR. Any significant variation to the
Contractor’s training program shall be submitted to the SFSA for approval prior to
implementation. Written certification for completion of training of all deployed
Security Guards and Supervisors must be provided by the Contractor to the SFSA.

24. Training Inspection. The SFSA and Technical Focal Points shall have access to
monitor all training sessions conducted by the Contractor, irrespective of locations,
and shall have the right to make final determination on the adequacy of such
training.

25. Refresher Training. The Contractor must ensure that all security personnel assigned
to work at UNHCR premises receive no less than eight (8) refresher training during the
term of this contract, on security matters directly related to the performance of the
Contract. The Confractor shall determine subjects and the methods of presentation,
with emphasis on problem areas. At times, UNHCR may identify specific areas
requiring training. The SFSA and Technical Focal Points shall be advised of any
training that will take place and may observe the training sessions at any time
without advance notice. The Confractor shall conduct the training in an industry
acceptable format and ensure assimilation of the subject matter by each of its
personnel. Results of all refresher training shall be reported in writing to the SFSA within
seven (7) days after completion.

26. Training Records. The Confractor shall maintain and make available to the SFSA,
when requested, a training file on each of its personnel. The training file shall include
the following information:

a. Employee’s name;
b. Position occupied; and
c. Contractor’s training classes attended and scores, if applicable.

ORGANIZATIONAL CONSIDERATIONS

27. International Contract Program Manager. The Contractor shall designate an
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International Contract Program Manager (CPM) to serve as the primary point of
contact with the SFSA on a 24-hour basis. The CPM shall have authority to act on
behalf of the Contractor. The CPM must have a bare minimum of high school
diploma; a military or police background with minimum level as Non-Commissioned
Officer (NCO), a minimum experience of 5 years in similar positions and 3 years in
High risk environments. He/she must be fluent in oral and written English. The
Contractor shall also designate an alternate to fill in during the CPM’s absence. The
Program Manager shall, inter alia, have primary responsibility on the personnel’s
conduct and staffing considerations.

28. Local Country Project Manager. The Contractor shall maintain on its active
personnel the current national Country Project Manager free of charge to UNHCR.

27. Employee Conduct. The Contractor shall provide its policy or SOP that shall ensure
that its employees maintain satisfactory standards of competency, conduct,
appearance and integrity and that it shall take appropriate actions, as necessary, to
ensure compliance with these standards. The CVs of the Contractor’s senior staff
shall be made available to UNHCR. Furthermore, the Contractor shall ensure that all
contfracted Guards have random sessions with the Contractors’ Stress Counsellor/s to
alleviate accumulative stress which may cause the Guards, whilst performing their
duties, to carry out an unwanted action against the interests of the UN/UNHCR.

28. Quality Control. The Contractor must demonstrate the existence of a QASP based
on certified ANSI/ASIS PSC 1 and/or ISO 18788:2015.

UNIFORMS.

29. UNHCR defines a uniform as jacket, trousers/skirt, shirt/blouse and boots/shoes, all
of which should be provided by the Contractor on a scale of issue that will ensure all
uniformed personnel can achieve and maintain the appearance standards set
herein. Issued Uniforms should be appropriate for the climatic season and weather
conditions.

30. The Contractor must ensure that its complete uniforms shall be worn by all
members of the security guard force at all times while engaged in the performance
of their duties at these premises.

31. The Contractor’'s female personnel may wear according to local customs and
culture, head scarves, long sleeved tops covering the arms and long skirts covering
all the leg of the same material and colour as the trousers of male personnel, if such
clothing does not substantially interfere with their performance of duties.

32. The Contractor shall ensure that no decorations, awards or other ornaments that
are not approved by UNHCR are worn or displayed on the uniform.

33. Uniforms and equipment proposed should consist of the following general items:

a. Shirt, or blouse for female, long and short sleeves;
b. Trousers, or skirts for female;
c. Jacket, “Bomber” style;
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d. Shoulder patches;
e. Insignia or rank, as appropriate; and
f. Boofs.

EQUIPMENT

34. The Contractor shall provide to UNHCR (in writing) a list of all equipment and/or
supplies necessary to efficiently perform the required services as outlined herein and
that would be provided to its personnel for the performance of the Contract,
including but not limited to batons, handcuffs, whistles, flashlights, personnel
protection equipment, and radios.

DISCLOSURE OF INFORMATION.

35. The Contractor should note that neither the Contractor nor any of its personnel
are adllowed to disclose or cause the dissemination of any information concerning
the operations of UNHCR, which could result in, or increase the likelihood of a breach
of the security.

36. All inquiries, comments, or complaints, arising from any matter observed,
experienced, or learned of as a result of, or in connection with, the performance of
the Contract and the resolution of which may require dissemination of official
information, must be directed to the SFSA. Deviations from or violations of any of
these provisions may, in addition to all other criminal and civil remedies provided by
law, subject the Contractor to immediate termination for cause, and/or the
individuals involved to a request to replace them under the Contract with UNHCR.

REMOVAL FROM DUTY

37. The Confractor warrants and acknowledge that UNHCR shall have the authority
to direct the Contractor to immediately remove any employee from the work site
should it be deemed by the SFSA or Technical Focal Points that an individual is not
suitable to perform his/her guard duties.

Duties and Responsibility of the Security Guards (Access Control).

Under the guidance and direct operational supervision of FSS AFG. Note:
Administrative guidance will be executed by UNHCR Administration and Own
Company. The specific responsibilities of the Security Guard include:

1. Conduct active perimeter surveillance and counter surveillance of UNHCR
premises and immediately report suspicious activity to Security Guard
supervisor.

2. Communicate respectfully to all staff members, contractors, and guests at
the UNHCR premises.

3. Safely operate boom gates, premises gates and conduct fraffic control.

4. Comply with the SOP access control procedures (entry/exit of vehicles and
pedestrians) for the UNHCR premises.
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5. Ensure all vehicles entering the UNHCR premises have proper passes or
visitation rights.

6. Conduct search and screening (mirror check internal/external inspection)
of all vehicles entering the UNHCR premises. Exceptions to be solely identified
and authorized by the SFSA.

7. Inspect vehicles exiting the UNHCR premises and ensure any material being
taken out of the compound has a proper gate pass authorizing transport of
material.

8. Ensure all personnel entering the UNHCR premises are authorized to do so
and display appropriate identification.

9. Visually assess and ensure that all items carried into the UNHCR premises are
properly screened (x-ray). Confiscate illegal and banned items.

10. Ensure all pedestrians entering the UNHCR premises are properly screened
(metal detector). Confiscate any weapons, illegal or banned items.

11. Conduct patrols of UNHCR premises as, directed by UNHCR security,
professionally correct any security and safety violations noted and report
findings to the Compound Security Supervisor.

12. Conduct building checks, as directed by Compound Security Manager /
Officer.

13. Cordon off areas that pose danger to safety and security of UN/UNHCR
personnel (e.g., suspicious package, etc.) in the UNHCR premises.

14. Provide escort of visitors, contractors, as directed by the Compound
Security Supervisor.

15. Respond to emergency situations (fire, bomb threat, medical, intruder,
complex attack, etfc.) per established Security Standard Operating
Procedures (SOPs) for the UNHCR premises.

16. Administer first acid, as necessary/directed, in response to medical
incidents.

TRAINING PROGRAMME GUIDELINES

Introduction to training program, training objectives, the role of the guard
force at the facilities
_ Contractor’s Policies and Procedures;
- UNHCR Policies and Procedures;
UNHCR mandate.

Principles of Installation Security

Principles of Security;
. General description of guard actions for protection of facilities and
residences.

Authority and Jurisdiction
Authority of the Individual Guard.
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Use of Force

What authority and power the guards have to use force and detain
offenders;

Procedures for defending against physical attack; procedures for restraining
others; guidance on use of force;
"~ Various Levels of Force;

UN/UNHCR Use of Force Policy;
" Procedures for the use of any equipment issued to guards, e.g., baton,
handcuffs, etc. (batons, handcuff and other physical restraint measures will
not be put in place until all deployed Security Guards will have training in the
use of those item:s).

Organization, Mission and Functions of the SFSA and Technical Focal Points
1 Functions;
Chain of Command;
" Interaction with other security services elements (DPS, HART IAG & K9,
UN/UNHCR Security);
Guard/Company/UNHCR Security Relationship;
Guard Conduct.

Specific Duties of Individual Guards
Surveillance;
" Reception of staff members and guests;
ID card check;
. Access Control - visitor control systems, including badge issuance and
control Vehicle Searches;
Pedestrian Screening;
"~ Operate metal detectors (static and handheld);
Operate line scanners (X-ray machines);
Search and Seizure (personnel, vehicles and work locations);
"~ Building and Grounds' Patrols;
Guiding staff to bunkers/shelter;
"~ Description of access control and fire alarm systems used;
"~ Description of general orders and post orders in detail.

Interpersonal Communications
Identify Senior Staff by Name/Position;
Verbal Communications;

~ Non-Verbal Communications;
Public Relations and Code of Ethics;

Radio Equipment Operation Procedures
Radio Operation and Procedures;
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1 Care of Radios;
Communications Discipline.

Records, Forms and Report Writing Procedures
Required Forms — Formats;

| Report Writing;

' Report Distribution;

Procedures for preparing daily logs and incident reports.

Emergency Response Training

ANNEX B i

Description and nature of the threat to United Nations assets with examples;

I Intruder(s);
Bomb Threats;

1 Suspicious Packages;

. Complex Attack;
Stand Off Attack;

" Insider Attack;
Active Shooter;
Fire/Explosions;

Fire Detection Equipment & Use of Extinguishers;

"~ Evacuation of buildings/locations; and
Bunkering.

Care of Sick and Injured Persons
First Aid,

Traffic Control

Traffic Enforcement Procedures;
" Traffic Flow Control;

Parking Control.

Crime Scene Preservation
Preservation of Evidence;

[ Importance of Physical Evidence;

1 Crime Scene Security Requirements.
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